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CHAPTER 1: Connect to Your Database Using Active Directory

Most EMS customers connect their databases to EMS applications using the EMSUser account, however,
some organizations prefer to tighten security even further by using their own accounts, such as those from
Active Directory. This gives them greater control over the account and enables them to set their own
passwords instead of relying on the built-in EMSUser account.

Active Directory Process Overview

To connect your database to Active Directory, you will essentially be replacing the EMSUser account with an
Active Directory account/group that your organization can define and control. This method enables you to
use the Windows Authentication mode exclusively (instead of SQL Server and Windows Authentication
mode) for your server authentication. This process involves the following stages:

o Pre-installation Requirements

o Configure Your EMS Database

o Configure EMS Desktop Client

e Connect Your EMS Web-Based Applications

o Finalize Your Database Connection

o Manage Database Connections With EMS Services

o How Do | Translate EMS to Another Language?

What Is an EMS User?

EMS employs an application-level security model. All EMS end-user accounts are provisioned within the
EMS application. Connectivity between the EMS database and all EMS components (e.g. EMS Desktop
Client, VEMS, EMS Web App, EMS Mobile App, etc.) is managed with one fixed EMS SQL Server user
account (EMSUser) that is created during the EMS database installation process. This security model
requires that the server authentication for the Microsoft SQL Server where your EMS database resides
must be set to a mixed mode (SQL Server and Windows Authentication mode).
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CHAPTER 2: Pre-Installation Requirements

The following requirements must be met before using this database connection method:
o EMS and all of its components must be installed and functional.

o An EMS-specific Active Directory security group that contains all of your EMS desktop client users is
required. This group will be granted explicit permissions to your EMS and EMS_Master databases.

o An EMS-specific Active Directory user account that is a member of the Active Directory security group
outlined above is required. This account will be used to configure this database authentication
option for EMS web-based products (e.g. EMS Web App, VEMS, EMS Mobile App etc.)
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CHAPTER 3: Configure Your EMS Database

1.

Using Microsoft SQL Server Management Studio, add a login for the EMS Active Directory security
roup.

Under the User Mapping area, map the login to your EMS database. Add the db_datareader and db_
datawriter roles.

Repeat Step 2 for the EMS_Master database.

Using Microsoft SQL Server Management Studio, execute the following statement against your EMS
database:

sp_addrolemember 'EMS_Role', 'securitygroup'

H Note:
Replace securitygroup with the name of your EMS Active Directory security
' group.

Repeat Step 4 for the EMS_Master database.
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CHAPTER 4: Configure EMS Desktop Client

1. Go to an EMS desktop client user’s PC and open the Registry Editor.

H Important!
Registry changes can cause irreversible damage if done incorrectly.

2. Locate and expand HKEY_CURRENT_USER.
3. Locate and expand Software.

4. Locate and expand EMS Software if you use V44.1, or Dean Evans and Associates if you use EMS V43
or V4.

5. Navigate to and select your EMS product folder (e.g. EMS Workplace 6.0).

[ Registry Editor - [m| X
File Edit View Favorites Help
Citrix “ || Name Type Data
Citrix Online 2] (Default) REG_SZ (value not set)
[C}‘ESSEES W Q_?JAppFacadeUrl REG_5Z https://prod44-1-u5.emsplayground.q
Ea;er:on :3” ssociates 25| Datebase REG_SZ CharityDominic_E_44_1 441database
Version 44 ab|Server REG_SZ Sales01.dea.com
ani
Drop50% 24| TaskiD REG_DWORD 000000000 (0)
DropboxUpdate
ECSoftware
- Emergingssit
v -[ | EMS Software
i | Version 44.1
Google - v« >

Computer\HKEY_CURRENT_USER\SOFTWARE\EMS Software\Version 44,1

6. Right-click, select New, and add a DWORD (32-bit) Value.

Accruent Confidential and Proprietary © 2019 Page | 4



CHAPTER 4: Configure EMS Desktop Client a‘ ' mel I l

B Registry Editor — m} x
File Edit View Favorites Help
» - Citrix A || Name Type Data
>- E:t”" Online T efauit REG. 57 fvaiue not set]
a b asseEs 4 Associat ab| AppFacadelrl REG_SZ https://prodd4-1-us.emsplayground.c
YL EES "'.a”s;; ssociates 25| Database REG_SZ CharityDominic_E_44 1_441database
Ersion
ab
0 Version 44 NJSemer REG_SZ Sales1.dea.com
| TasklD REG_DWORD 000000000 (0)
» Drepbox
5 - DropboxUpdate
>« ECSoftware
5 - Emergingsoft (M= 5 Key
w - EMS Software —_—
i Version 44.1 String Value
- Google. vlle Binary Value 3

DWORD (32-bit) Value
QWORD (B4-bit) Value
Multi-5tring Value

Computer\HKEY_CURREMNT_USER\SOFTWARE\EMS SoftwareiVersion 44.1

Expandable String Value

7. Rename the New Value #1 entry to UseAuthentication.

8. Modify the Value data field to 1.

[ Edit CAWORD (32-bit) Value w1
Value name:;
UseAithentication
Value data: Eaaa
1l 9 Headecmal
Decamnal
| ok || cance |

9. Launch your EMS Desktop Client application to verify connectivity.
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CHAPTER 5: Connect Your EMS Web-Based Applications

EMS Web-based applications (such as VEMS, EMS Web App, and EMS Mobile App) also need to be
configured to use this database connection method.

To configure your EMS web-based applications, do the following:
1. Access Internet Information Services (I1S) Manager on your web server.

2. Create a new Application Pool that will be used by your EMS web based application(s) installed on this
web server.

Add Application Paal L#| =
MHame

Bl S ppPaal

HET Framewar version:
_.M.T Framesark «2.0 50037 v

Managed pipeline mode:
[nl:r.gr.l'hqd -

| Start application pocl immediately

[ ok |:{mcd |

3. Changethe Application Pool Identity to run under a Custom account. Specify the EMS-specific
Active Directory user account (see Pre-Installation Requirements).
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Advanced Settings ¥ S

Limnit Intervad {Pinutes) 3 -
Processor Affinity Enabled Falze
Processor Affinity Mask 44067295
E Process Model # =
dentity Appiication Poal Identity - ¥ =2
Idie Tirne-out (minutes)
Lesd User Prafile Buit-in account:
Massrriven Woker Processi
Pang Enabled
Ping Mapdmuen Respense | | @ Custom account
Ping Period (seconds) —_—

Shatdiwn Tiene Lirnit (seci QLI

Startup Time Limit (second

HetwodkSeraoe

|- - B’

B Process Orphaning Set Credentials 7 2

Emsbled

Executable User name: |

Executable Pararneters EM3Web I

N o — | B

Bl Rapid-Fail Protection st

“Service Unavalable” Response Type eais -

Identity
identity Type, ustmame, passwerd] Configurf | Confirm password:
Service, Local Systern, Local Sendice, or a5 a sp AR

Peol Identity (recormmended), Metwork

ok || conce | -
- ! [ o || cancel

4. Change the Application Pool in your EMS web-based application to the pool defined above.

5. Open the web.config file for the EMS web-based product and make the following changes:

<gonnect ionstringss

<add name="deaConnection” providerName="System.Data.sglclient” connectionsString="server=Myserver; database=ens; Trusted_connect ion=yes™ /=
</connect TonSTr ings:>
«dar acont iguration-

<databaseconnect ions:

<3l name="deaconnection” useEmsuser="false” usepetailedLogging="true” defaultComsandTimeour="20" />

< /databaseConnectionss

</dataConfigurat ion>

Important! |
TIP FOR EMS CLOUD CUSTOMERS

Modifications to the web.config file must be performed by EMS Cloud
! Operations. To request these changes, please contact EMS Support.

6. Launch your EMS web-based product to verify connectivity.
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CHAPTER 6: Finalize Your Database Connection

Once you have successfully verified EMS desktop client and EMS web-based application connectivity to the
EMS database, drop/disable your EMS user account and re-verify connectivity once again.

Accruent Confidential and Proprietary © 2019 Page | 8



CHAPTER 7: Manage Database Connections with EMS Services a‘ ' mel I l

CHAPTER 7: Manage Database Connections with EMS Services

After EMS has been installed on your desktop using the EMS Desktop Client Web Deployment, managing
database connections can be done through the EMS Desktop Client using the instructions below.

This topic provides information about the following:

e Change Databases

o Create New Database Connections

Change Databases

To change databases while using EMS Desktop Client applications installed with Web Deployment, do the
following:

1. Onthe EMS Menu select File > Change Database to open the Database Connections window.

- d x

#| Database Connections

Server (1) Databasze

MNew
Edit
Delete

Close

H Note:
Any database connection listed in blue is a system record inherited from the EMS
Desktop Client Web Deployment that can not be deleted.

2. To connect to a database that is not the system database select it from the list of Database

Accruent Confidential and Proprietary © 2019 Page | 9



CHAPTER 7: Manage Database Connections with EMS Services a‘ ' mel I l

Connections and then press the Connect button. This will close and reopen EMS Desktop Client
connected to the selected database.

Create New Database Connections

1. To create a New connection select New in the Database Connections window to open the Database
Connection window.

| Database Connection O X

Database Connection  fydit

Server: | |

Database: | |

Cancs

Type in the SQL server and EMS database name and then select OK to save the connection. You can
delete connections later when you no longer need them.

3. For EMS to save this connection, it will first check to see if it is a valid connection. If the connection is
invalid, it will not be created, and the user will receive the "Connection failed" error message.

Error ot

o Connection failed.
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ﬂ Note: :
If your implementation uses additional EMS Services and Components, you will :
' need to establish (and maintain) database connections with each. '

See step 7 of the following topics for each service:

¢ Install EMS Check-in Notification Service

o Install or Upgrade the EMS Email Notification Service

o Install the EMS Automated Report Service
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CHAPTER 8: How Do | Translate EMS to Another Language?

This topic provides information about the following:

e Build Your Language Translation Spreadsheet

o Example Successful Installation

Build Your Language Translation Spreadsheet

1. EMS Software provides a Microsoft” Excel spreadsheet specific to EMS Web App that contains all of
the application labels, page titles, system messages and error messages with their English
translations.

. H Note: .
Values for data items (e.g. Event Types like “Meeting”, “Training”, etc. or Room
. Types like “Workspace”, “Conference Room”, etc.) configured within EMS or :
dynamic information that is inputted by an EMS user or Virtual EMS web user
(e.g. Event Name like “HR Meeting”, Comments, Special Instructions, etc.) are not
translated.

2. The customer is responsible for providing the translated values for the information in the product
spreadsheet. Once the customer returns the fully translated product spreadsheet to EMS
Software, EMS Software development teams compile the spreadsheet into a product-specific
language folder containing a set of files. (We maintain a language folder for each language).

3. The customer saves the language files in the "App_GlobalResources" folder within the EMS Web App
physical directory on their web server (the default path is C:\inetpub\wwwroot\emswebapp\App_
GlobalResources)).

n Important! |
For the translation to affect an Everyday Applications user, two conditions should :
' be met: '

4. Thelanguage setting should be set in Windows.

5. Theend user’s browser Language Preference is set to that specific language and set as the default.
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Example of Successful Installation

» ThisPC » Local Disk (C:) » inetpub » wwwroot »

accruent

Mame

.ﬁ Errors.fr-Ch.resx

.ﬁ Errors.resx

(= Messages.fr-CA.resx

[ Messages.resx

i PageTitles.fr-CA.resx

[ PageTitles.resx

D resources.Errors.fr-CA.resources

D resources.Messages.fr-CAresources
D resources.PageTitles.fr-CA.resources
D resources.5creen Text.fr-CAresources
.ﬁ Screen Text.fr-CA resx

.ﬁ ScreenText.resx

Date modified

1/25/2017 12:45 PM
11/28/2016 10:45 ...
1/25/2017 12:45 PM
11/28/2016 10:45 ...
1/25/2017 12:45 PM
11/28/2016 10:45 ...
1/25/2017 12:45 PM
1/25/2017 12:45 PM
1/25/2017 12:45 PM
1/25/2017 12:45 PM
1/25/2017 12:45 PM
11/28/2016 12:52 ...

Type

MET Managed Re
MET Managed Re
MET Managed Re
MET Managed Re
MET Managed Re
MET Managed Re
RESOURCES File
RESOURCES File
RESOURCES File
RESOURCES File
MET Managed Re
MET Managed Re
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— ems Systeme virtuel EMS - Demande de... ©

x Book a Meeting w/Services @ T Mon panier (0)
1 Chambres et participants 2 Services 3 Détails de la réservation
Nouvelle réservation pour sam. 25 févr. 2017
Date et heure Sélectionner Chambres
Date Votre Chambres sélectionné s'affichera ici.
sam. 2017-02-25 | Ré -
i3] écurrence Participants
Heure du début Heure de la fin 8 9 10 1
08:00 0] 10:00 (0]
SC - Billie Hawkins | |
Créer une réservation dans ce fuseau horaire <
Central Time ﬂ
Q
Emplacements
; . Chambres Résultats de la recherche
Ajouter/Retirer
My Favorites Chambres correspondant a vos critéres de recherche apparaitront ici.

Reflected in EMS as follows (French-Canadian is the example here):

See Also: Configure EMS Language Translation for Everyday User Applications
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